
Disclaimer: This material is for informational purposes only to support disaster virtual care planning and 

operations. It does not constitute legal advice and should not be relied upon as a substitute for consultation with 

qualified counsel. Laws, waivers, and declarations change rapidly; clinicians and organizations should verify current 

requirements with their state authorities, payors, and legal advisors. Providers should verify current requirements with 

their state licensing boards, activating entities, and legal counsel before providing care. 

Privacy, Data Sharing, & Consent in Disaster Virtual Care 

HIPAA Guidelines in Disasters 

HIPAA remains in effect during disasters. A Centers 

for Medicare & Medicaid Services (CMS) Section 

1135 waiver may be issued under a federal 

emergency declaration, but it applies only to 

hospitals in an active emergency area for 72 hours 

after the hospital activates its disaster protocol1-

3,19-23. The waiver temporarily relaxes five Privacy Rule 

elements: (1) speaking with family, (2) facility directory 

opt-out, (3) distributing the Notice of Privacy 

Practices (NPP), (4) honoring requested restrictions, 

and (5) honoring requests for confidential 

communications, but all other HIPAA and Security 

Rule requirements remain enforceable1, 4,19-23. The 

Office for Civil Rights (OCR) issues “emergency 

bulletins” to clarify existing HIPAA flexibilities; these 

notices provide guidance but do not create new 

exceptions1. The COVID-19 “good faith virtual care” 

enforcement discretion ended in 2023, and all virtual 

care must now meet standard HIPAA requirements 

unless a hospital-specific CMS 1135 waiver is active5. 

Assume HIPAA applies in full unless operating under 

a documented CMS 1135 waiver. 

State Law, Cross-State Care & Conflicts 

Federal emergency declarations do not override 

state virtual care or privacy laws. Under HIPAA's 

preemption rule, the stricter standard governs6,7. 

Providers must follow the law offering patients the 

highest privacy protection-which is most important 

when practicing across state lines. 

• Florida: Requires documented consent for all

virtual care visits, including during disasters8.

• North Carolina: Allows verbal consent which

may be documented in the patient record; an

audio recording is not required9.

• Tennessee: Maintains consent and privacy

requirements even during emergencies10.

For privacy, licensure, and liability, the patient's 

physical location determines governing law unless the 

provider is deployed under Emergency 

Management Assistance Compact (EMAC) or 

federal National Disaster Medical System (NDMS) 

status11. Confirm governing state rules before 

deployment; HIPAA compliance alone is 

insufficient. 

Platforms, Security & BAAs 

Since the end of the COVID enforcement discretion, 

only HIPAA-compliant systems with encryption, 

authentication, and audit trails can be used unless 

covered by a short-term 1135 CMS waiver5,12. All 

virtual care vendors, including any cloud storage, 

documentation, call centers, or interpreters, are 

considered Business Associates and require Business 

Associate Agreements (BAAs) before exchanging 

Protected Health Information (PHI)12,13. OCR, to date, 

has never issued a blanket BAA waiver1,5. As an 

example, Georgia’s 2024 virtual care rule mandates 

“reasonable privacy safeguards” aligned with 

HIPAA14,30. Vendors must execute a BAA before 

handling PHI; this requirement is not waived during 

emergencies. 

Consent & Special Populations 

HIPAA does not mandate consent for treatment, but 

virtual care consent is a state-controlled 

requirement6. Written or documented consent is 

considered a strong guideline for all encounters8,9. 

HIPAA still requires notice of privacy practices, right 

of access, and minimum necessary compliance even 

under waivers1,2. Providers caring for minors or 

behavioral-health patients may trigger additional 

state-level consent obligations9,15. Document how 

and when consent was obtained whether written, 

verbal, or recorded. 

Data Sharing & Breach Responsibilities 

The HIPAA Privacy Rule (§164.512) allows limited 

disclosures of PHI without patient authorization when 

necessary for treatment, public health purposes, or 
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disaster response coordination. This provision 

enables information sharing with MOCCs, EMAC 

partners, and EMS while maintaining compliance with 

the Minimum Necessary Standard unless an active 

1135 CMS waiver applies1,3,16. Additionally, breach 

notification requirements remain fully in effect during 

disasters. The designated record custodian, such as 

the state ESF-8 authority, hospital, or individual 

provider, must notify affected patients and 

regulators10-18. Federal HIPAA rules allow 60 days for 

notification, but many states impose stricter timelines. 

For example, North Carolina and Tennessee require 

notice within 45 days, while Florida allows only 30 

days26-30. Identify the data custodian in writing before 

deployment. 

Record Retention & End-of-Emergency 

Transitions 

HIPAA requires six-year retention of privacy 

documentation, while medical record retention is 

determined by state law22,24-30. For example, Georgia 

requires records to be kept for ten years, and most 

neighboring states such as Alabama, Tennessee, and 

South Carolina follow similar timelines24-30. 

Custodianship depends on deployment type: 

• State ESF-8 or EMAC: Records are state

property16.

• Hospital-based: Hospital retains

ownership24.

• Independent volunteers: Provider becomes

custodian and assumes breach liability18.

When waivers expire, temporary platforms or devices 

must be secured or destroyed per HIPAA and state 

law5,22. Confirm custodianship, storage, and data 

transfer plans before emergency termination. 
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